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DETAILED ACTION 
Response to Amendment 

This office action is in response to amendment filed on 06/06/07. Therefore, presently 
pending claims are 1 and 3-4, and 6-15. 

Response to Arguments 

Applicant's arguments filed 06/06/07 have been fully considered. The newly added 
elements are taught by the newly added art, Brown. 

The applicant argues that Bartoli is non-analogous art. This is not found persuasive. The 
system of the Bartoli reference is used for authentication. The system of Zhang is also used for 
authentication and therefore both systems are for security, which indicates that they are 
analogous art. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C, 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1, 7, 9, 11-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Zhang et al. (6,253,327) in view of Bartoli et al (6,047,268) and further in view of Brown et al. 
(7086085 Bl). 
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In reference to claims 1 and 9, Zhang discloses a method for authorizing, authenticating 
and accounting users having transparent access to a destination network (abstract), wherein the 
users otherwise have access to a home network through home network settings resident on the 
user's computers, and wherein the users can access the destination network without altering the 
home network settings, comprising: 

Receiving at a gateway device a request from a user for access to the destination network 
(column 6 lines 24-32 in combination with column 7 lines 8-10). The user (host) requests access 
to the network by using the dial up networking application. 

Identifying an attribute associated with the user based upon a packet received by the 
gateway device. The authentication packet includes information like the user-name and private 
password, which are attributes associated with the user, and the packet is sent to the gateway 
from the host (user). The applicant discloses a packet that is transmitted from the user's 
computer, wherein the user's computer remains configured for accessing the home network. 
Zhang discloses a similar system wherein the packet is transmitted form the user's (host's) 
computer while remaining configured to access the home network because the system is still able 
to access the public network while accessing information on the private network (column 5 lines 
20-40). Zhang's system requires no additional configuration software installed on the user's 
computer to access the destination network, since the user does not have to log on again to access 
other networks (column 7 line 66 to column 8 line 7). 

Accessing a user profile corresponding to the user and stored in a user profile database, 
where the user profile is accessed based upon the attribute associated with the user (column 7 
lines 12-17). 
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Determining if the user is entitled to access the destination network based upon the user 
profile ((column 7 lines 12-17)), 

Although Zhang discloses the authentication, authorization, and accounting performed in 
the gateway, however, Zhang does not expressly disclose a system wherein no special 
authentication software need be installed on the user's computer to access the destination 
address. 

Bartoli discloses the authentication, authorization, and accounting performed in the 
gateway, however, Bartoli disclose a system wherein no special software (configuration 
software) need be installed on the user's computer to access the destination address (column 3 
lines 42-47). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the browser in the authentication system of Bartoli in the system of Zhang. 
One of ordinary skill in the art would have been motivated to do this because it would reduce the 
cost of putting up the system since the cost of the special software would. 

Neither Zhang nor Bartoli disclose a system wherein the attribute comprises an indication 
of the location comprising a port, circuit ID, VLAN ID or MAC address from which the request 
was received that is determined based on the received packet wherein the packet is transmitted 
from the user's computer. 

Brown discloses a system a system wherein the attribute comprises an indication of the 
location comprising VLAN ID in the form of an IP address and a circuit ID in the form of a 
processor identification (column 7 line 28 to column 8 line 35) from which the request was 
received that is determined based on the received packet wherein the packet is transmitted from 
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the user's computer (column 5 lines 1 8-61). The IP address or processor ID is used to determine 
whether the user has access to resources (Fig, 6). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the authentication using so as to maintain the position information and send 
it as an attribute in the system of Zhang. One of ordinary skill in the art would have been 
motivated to do this because mobile devices provide limited control over transmission and 
mobile devices are becoming more common. 

In reference to claims 7 and 11, Zhang discloses a system wherein determining if the user 
is entitled to access the destination network further comprises denying the user access where the 
user profile indicates that the user is denied access (fig. 5 in combination with column 7 lines 25- 
30). 

In reference to claim 12, Zhang discloses a system wherein the AAA server is located 
within the gateway device. The Authentication, Authorization and Accounting server is located 
within the device that contains the SSG therefore the whole unit would work as a gateway device 
(Fig. 4). 

In reference to claim 13, Zhang discloses a system wherein the user profile database 
includes a plurality of user profiles, wherein each respective user profile of the plurality of user 
profiles contains access information (column 7 lines 12-17). Zhang discloses the user profiles 
and therefore a plurality of user profiles are stored. The profiles are also unique to the user and 
are used for authentication therefore they are used for access information. 

In reference to claim 14, Zhang discloses a system Ayherein the user profile database is 
located within the AAA server (column 7 lines 12-17). 
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Claims 3-4, 6, 8 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Zhang in view of Bartoli and further in view of Brown et al. as applied to claims 1 and 9 above, 
and further in view of Lim et al (6,434,6 1 9 B 1 ). 

In reference to claim 3, wherein the user database is updated when a new user accesses 
the destination network. 

, Zhang does not expressly disclose a system, wherein the database is updated when a new 
user accesses the destination network 

Lim discloses a system in which the database is maintained (column 4 lines 36-38), 
therefore when there is a new user the database would be updated, since updating is a part of 
maintaining. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to maintain the database for new users as the method of Lim in the system by 
Zhang. One of ordinary skill in the art would have been motivated to do this because this would 
enable the system to increase the number of user's when the amount of memory allows. 

In reference to claim 4, wherein a historical log of the user's access to the destination 
network is maintained in the user profile. 

Zhang does not expressly disclose a historical log of the user's access to the destination 
network being maintained in the user profile. 

Lim discloses a log kept of the time and date when the user accessed their account on the 
network (column 7 lines 27-38). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to maintain a historical log of the user's access to the destination network as in the 
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method by Lim in the system by Zhang, One of ordinary skill in the ait would have been 
motivated to do this because it would assist in keeping track of user activity. 

In reference to claim 75, Zhang wherein each respective user profile contains historical 
data relating to the duration of destination network access for use in determining the charges due 
for the destination network access (column 7 lines 27-38). 

In reference to claim 10, Zhang does not expressly disclose a system wherein the 
attribute associated, with the user is based upon a VLAN ID assigned to the location from which 
the request for access to the destination address was transmitted. 

Lim discloses a system in which the ID that is associated with the location from which 
the request for access to the destination address was transmitted. The ID is the IP address of the 
user (column 9 lines 1 1-15). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the an to use and ID associated with the location from which the request for access to the 
destination address was transmitted. One of ordinary skill in the art would have been motivated 
to do this because the user would then not be able to discover the existence of other users 
because they would only be able to access their own information. 

In reference to claim 6, Zhang does not expressly disclose a system wherein receiving at 
the gateway device a request from a user for access comprises the step of receiving an Internet 
destination address from the user (Fig. 4). 

Lim discloses a system that includes the domain of the destination server. This is 
equivalent to the Internet destination address. 
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At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to receive the Internet destination address as in the method disclosed by Lim at the 
gateway device of the system disclosed by Zhang. One of ordinary skill in the art would have 
been motivated to do this because the Internet destination address is used to determine which 
network the user is gaining access to. 

In reference to claim 8, Zhang does not expressly disclose a system wherein determining 
if the user is entitled to access the destination network further comprises directing the user to a 
login page where the user profile is not located within the user profile database. 

Lim discloses a system wherein determining if the user is entitled to access the 
destination network further comprises directing the user to a login page where the user profile is 
not located within the user profile database (Lim r column 4 lines 19-24 in combination with 
column 4 lines 36-38). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to maintain a historical log of the user's access to the destination network as in the 
method by Lim in the system by Zhang. One of ordinary skill in the art would have been 
motivated to do this because it would assist in keeping track of user activity. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-3854. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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